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ABSTRACT

This is because the near future of big quantum computing is dire in light of the current
cryptographic systems, especially those involving RSA and ECC which are susceptible to the Shor
algorithm (Shor, 1997). The current paper targets the global demand in terms of quantum-safe
cryptography (QSC), which would protect the digital infrastructure after the post-quantum world
(Chen et al., 2016). The aim of our work is assessing the robustness of the available post-quantum
algorithms, such as lattice-based, code-based, and multivariate polynomial cryptosystems
(Bernstein et al., 2009), and determining machine learning capabilities in predicting the robustness
of the algorithms to quantum attacks. We used supervised learning algorithms to determine how
strong a cryptographic algorithm is by the use of the data obtained through the NIST Post-
Quantum Cryptography Standardization Project (NIST, 2020). According to our results, the
lattice-based ones as CRYSTALS-Kyber have good resistance levels (Hoffstein et al., 1998; Alkim
et al., 2016). The paper based its conclusions on the idea that incorporating Al-based vulnerability
detection into the cryptographic life cycle management will contribute to the improved quantum
threat preparedness. The implications are the need to have global standards and agile
cryptographic agility models (Mosca, 2018). The main future directions are to optimize the post-
quantum algorithms in terms of real-world implementations, security, and computational
performance, strike a balance between them (Chen et al., 2016).

Hashtags: Post- Quantum Cryptography, quantitative computing, cryptography agility, lattice
based cryptography, artificial intelligence vulnerability detection, cybersecurity standards, Shor
algorithm

Introduction

The rapid speed in which the world of quantum computing is improving has caused immense debate amongst the
international cybersecurity circles. The quantum stream computers of the power that is already posing threats to
classical cryptographic systems upon which confidentiality and integrity currently revolve around in digital
communication (Shor, 1997; Mosca, 2018). Such threats have turned quantum-safe cryptography into current
burning issue on a global scale (Chen et al., 2016). With quantum computers becoming bigger and scalable out of
pure laboratory curiosities, the cryptography algorithms being used to encrypt the banking transactions, national
security messages etc., are facing the danger of becoming useless almost overnight (Bernstein et al., 2009).

Elliptic curve cryptography (ECC) and RSA as examples of public-key cryptography algorithms are the foundation
of secure digitally conducted transactions today. They are based on the presumed intractability of problems in
mathematics, such as integer factorization and discrete logarithms working because those problems can be easily
solved through quantum algorithms, including Shor algorithm, which was shown to effectively factorize and
perform discrete logarithms in polynomial time (Shor, 1997). The ability renders quantum actors capable of cracking
secret information after its protection today on what is commonly termed a harvest now, decrypt later risk (Mosca,
2018). This potential has further accelerated the necessity of organizations, governments, and standardization
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organizations to figure out, standardize and roll out quantum-resistant cryptographic technologies long before the
possibility of practical quantum computers is achieved at scale.

Recent research studies have investigated the Tomorrow of quantum threats. As an example, National Academies of
Sciences, Engineering, and Medicine (2019) note that whereas major, fault-tolerant quantum computers might be
many decades in the future, the process of cryptographic transition has to commence now because cryptographic
protocols have a long lifecycle. According to a study by Mosca (2018), the safe margin during which the move to
quantum-safe cryptography can be accomplished remains small, and the situation is becoming acute in terms of the
data whose long-term confidentiality is in demand: healthcare data and classified information of governments.

To satisfy this urgent need, to provide quantum-safe cryptography solutions, the National Institute of Standards and
Technology (NIST) announced its Post-Quantum Crypto (PQC) Standardization Project in 2016, having the goal of
identifying and standardizing strong, robust quantum-safe algorithms (Chen et al., 2016). Entries to the competition
include proposals ranging across academia and industry all around the world, with a wide variety of families of post-
quantum cryptosystems: lattice-based, code-based, multivariate polynomial, hash-based, isogeny-based (Bernstein et
al., 2009; NIST, 2020). Well known in this respect are lattice schemes such as NTRUEncrypt (Hoffstein et al., 1998)
and CRYSTALS-Kyber (Alkim et al., 2016), whose efficiency and assumptions on hard lattice problems have made
them attractive candidates.

Nevertheless, although the progress towards the algorithms is made, the multi-faceted shift to quantum-safe
cryptography in the real-world systems can be challenging. According to Bindel et al. (2020), the implementation of
the new cryptographic standards is not purely technical but it also raises other questions, like how to offset the
computational overhead, how to integrate the new standards with existing systems, how to accommodate new global
standards. Certain points in key sizes on a few algorithms have also been raised. As an example, schemes based on
codes such as the McEliece cryptosystem are highly quantum resistant but have a key size that is impractically large
and it is difficult to practically adopt them (Bernstein et al., 2009). This explains why the balance between security,
computational efficiency and storage efficiency is an important design parameter.

Together with the progress of quantum-safe algorithms, scholars have turned to the prospects of artificial
intelligence (Al) and machine learning (ML) to contribute to cryptographic assessment and lifecycle maintenance.
Al encryption models have been used in cryptanalysis and vulnerability detection by implementing vulnerability
detection in cryptographic systems by automating the process of recognizing deficiencies in the implementation of
the cryptographic system (Gupta et al., 2020; Wang et al., 2021). To give an example, Patel et al. (2019)
demonstrated how to use convolutional neural networks (CNNs) to anomalously detect cryptographic protocols. The
two technologies overlap in the sense that they bring the possibilities of proactively evaluating the robustness of the
new post-quantum cryptography against multiple attack models, such as side-channel attacks and implementation-
specific attacks.

Nevertheless, our knowledge on how to conduct a scalable evaluation, comparison and even incorporate quantum-
safe cryptosystems systematically is still sketchy despite these positive developments. As an example, Mosca
(2018), and Chen et al. (2016) point out that there are no mechanisms of utilizing cryptographic agility, the ability to
switch cryptographic algorithms when new vulnerabilities are found or more computational resources are added.
Cryptographic agility is very important to long-term security but is hampered by inflexible infrastructure and
standardization delays.

Not to mention, the organizations experience the so-called crypto migration dilemma. The overall migration to
quantum-safe algorithms also implies upgrading both the software system and hardware and protocols, which can
last decades (Gouget et al., 2022). As revealed in a study by Hlsing et al. (2021), hybrid schemes (which utilize
classical and post-quantum schemes), can be utilized, as a transitional solution, to mitigate the risks of migration as
standards are being developed. Nonetheless, hybrid solutions need to undergo a careful assessment to reveal whether
it creates new avenues of an attack.

It is based on such pressing issues that this research aims to make a contribution to the field by answering an
important research question: How to effectively assess and incorporate quantum-safe cryptographic algorithms in
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organizations to make electronic systems quantum resistant? In the quest of an answer to this question, the paper
proposes to establish the following major objectives:

Carry out a thorough inspection into the most prominent families of post-quantum algorithms and their theoretical
basics.

Use machine learning as a tool to test and categorize the robustness of such algorithms against any quantum
adversary.

Discuss real obstacles to implementing quantum-safe cryptography such as performance of computers, compatibility
with current systems and universal standardisation.

Make specific suggestions on steps that can be taken to deploy cryptography agility frameworks that can enable the
organisations to dynamically adapt to changing quantum threat environment.

Literature Review

The increased need of quantum-safe cryptography has introduced an expanding literature corpus of works that
include theoretical frameworks, practical applications and the complex issues that surround implementation of
secure digital infrastructures in the post-quantum world. Background research by Shor (1997) showed that quantum
algorithms would break commonly used public-key cryptosystems by solving problems of integer factorization and
discrete logarithms in polynomial time and thereby circumvent RSA, DSA and ECC-based protocols. This news led
to an additional urgent appeal to the cryptographic community to create and examine different algorithms that can
withstand quantum attacks (Bernstein et al., 2009; Chen et al., 2016).

The Evolvement of Post-Quantum Cryptography

Post-Quantum Cryptography by Bernstein, Buchmann and Dahmen (2009) is the seminal work of cryptographic
family taxonomies that are assumed to be quantum-resistant: lattice-based, code-based and multivariate polynomial
systems, hash-based systems and isogeny-based systems. Lattice-Based cryptography has become the leader because
it has good security backgrounds and its relatively efficient performance validation. Among the most pertinent and
relevant to the date was the NTRUEncrypt system ushered in by Hoffstein, Pipher and Silverman (1998) which
showed practical feasibility of lattice based encryption and led to other breakthroughs such as the Learning With
Errors (LWE) problem that has been used as a foundation of many modern lattice schemes (Regev, 2009).

In the schemes which are based on lattices, the CRYSTALS-Kyber and CRYSTALS-Dilithium have emerged as
leading contenders in the NIST Post-Quantum Cryptography Standardization Project ( Alkim et al., 2016; NIST,
2020). It is based on the structured lattices which allow them to attain acceptable trade-offs between the security and
performance characteristics and hence being parameterized to support key size and compute duration appropriate to
embedded and constrained deployments (Bindel et al., 2020). Investigations conducted by Alkim et al. (2016)
proved that Kyber may outperform other lattice schemes in the area of key generation and encapsulation time and
confirm its feasibility.

In the meantime, cryptography based on code, introduced by McEliece (1978) by its nature is enticing by its
resistance not to cryptanalysis too distant. Research implemented by Bernstein et al. (2009) reiterates that even in
situations where the key sizes are big, McEliece cryptosystem has sustained several decades of investigation under
the failure of quantum attack. In the same manner, all hash-based signatures such as the Merkle Signature Scheme
(Merkle, 1989) have been shown to be resistant to quantum algorithms since their security relies on the difficulty of
hash functions that Grover only partially (Grover, 1996). Nevertheless, along with signature size overhead and
problems of state management used in hash-based schemes, mass adaption is restrained (HA«lsing et al., 2021).

Cryptography based on isogenies is more recent, and the Supersingular Isogeny Diffiehellman (SIDH) scheme has
been proposed because it has very short keys, and the underlying mathematics is simple and beautiful (Jao & De
Feo, 2011). Nevertheless, new cryptanalysis results by Cas tryck and Decru(2022) pointed at weak aspects of SIDH,
and reminded the community that the post-quantum world continues developing, and must be examined through
possible unexpected vulnerabilities.
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Standardisation and Practical embodiment.

The National Institute of Standards and Technology (NIST) also realized the desperate call of the necessity of
worldwide coordination and, therefore, developed its multi-round Post-Quantum Cryptography Standardization
Project to conduct a rigorous comparison of the candidate algorithms and work on migration guidelines (Chen et al.,
2016; NIST, 2020). To make this process of standardization, as Bindel et al. (2020) observe, not only theoretical
security of these schemes is to be evaluated, but also practical implications, connected to resistance to side-channel
attacks, practical computational overhead, and ability to work together with other established protocols, like TLS
and VPNs.

Research highlights the need to have some hybrid solutions that act as an intermediate solution in this cryptographic
migration. A study by Hulsing et al. (2021) promotes hybrid key exchange protocols, which mix classical and post-
quantum key exchange algorithms, providing redundancy, and maintaining the level of security in case of failure of
any of these elements in the future attacks. Nonetheless, according to Bindel et al. (2020), hybrid solutions must be

very carefully designed in terms of cryptography to ensure that new and unknown vulnerabilities do not emerge.

Al &machine Learning in Cryptoic Ealuation

The area of study that is developing is the ways of using artificial intelligence and machine learning partly with
traditional cryptanalysis. In a detailed survey by Gupta et al. (2020), it is possible to see that both supervised and
unsupervised learning models have been successful in finding anomalies in cryptography protocols, and in finding
weaknesses that are particular to the implementation. The study by Patel et al. (2019) revealed the practicality of
utilizing convolutional neural networks (CNNs) in order to classify the patterns of the encrypted traffic and side-
channel leakage. Moreover, Wang and Lee (2021) state that Al-based systems would help improve the scalability of
cryptographic audits, especially those that rely on post-quantum algorithms which may be resource-intensive.

Nonetheless, scientists advise not to trust Al too much, as model interpretability, as well as robustness, is still an
open issue (Gupta et al., 2020). Moreover, a threat of adversarial machine learning on such frameworks also means
that a number of measures are required to prevent new avenues of attack being added.

Reveral Disregarded Practices and loopholes

Although there has been extensive improvement in the design and standardization of algorithms, the body of
literature has identified several gaps that need to be fulfilled before having effective real-world implementation. To
begin with, the computational cost of post-quantum schemes tends to be higher with those of classical algorithms,
especially on resource-constrained hardware, including Internet of Things sensors and embedded devices (Mosca,
2018; Hulsing et al., 2021). The research performed by Wang and Lee (2021) emphasizes that unless the
implementations are optimized, the latency and bandwidth limitations can even be worsened with the adoption of
quantum safe cryptography.

Second, the interoperability with the legacy systems is a nontrivial challenge. According to Bindel et al. (2020) and
Gouget et al. (2022), organizations have to be prepared to deal with backward compatibility, prolonged upgrade
periods, and possible clash with the regulatory structures that have emerged during the last few decades. The
alternative that has been offered is cryptographic agility, where one can easily switch between cryptographic
algorithms as threats change, but as Mosca (2018) explains full cryptographic agility requires much more, including
changes in protocol design and governance models.

In use of existing research Building on research Building on existing research

The current paper is based on these background understandings and revolves around the three gaps in literature
defined as critical:

The absence of empirical, Al-guided assessment of the robotness of algorithms in raw conditions of the emulated
quantum threats (Gupta et al., 2020; Patel et al., 2019).
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The necessity to have a practical experience of how to incorporate the post-quantum cryptosystem in the legacy
system without compromising performance and protocols (Bindel et al., 2020; Mosca, 2018).

Lack of an unified model of cryptographic agility, which can switch to meet the fast changing computing
capabilities and adversary, as well as (Hulding et al., 2021).

This would fill the discussed gaps and decrease the gap between theoretical cryptographic design and practical
implementation approaches, which can disrupt the shift to the post-quantum era, empowering organizations to
survive the upheaval.

Problem Statement and motivation

The fast development of quantum computing has changed the latent threat that was a possible consequence into a
reality and one that poses an immediate risk to existing cryptographic protocols (Mosca, 2018). The inherent issue is
that most common public-key cryptography algorithms (especially, RSA, DSA, and elliptic curve cryptography
(ECC)) are based on solving mathematical problems, namely, integer factorization and discrete logarithms, which
are intractable on a classical computer but can be solved efficiently and quantumly using Shor algorithm (Shor,
1997). Such an ability puts the safety of any number of digital systems in danger, including financial transactions
and confidential messaging, military communications and the control of vital infrastructure (Bernstein et al., 2009;
Chen et al., 2016).

Numerous reports about this threat by various researchers and the government have underlined its urgency. An
example is that the National Academies of Sciences, Engineering, and Medicine (2019) found that large-scale fault-
tolerant quantum computers could breach existing cryptosystems within several decades but the threat horizon is
inherently unstable as significant advances are made in quantum error correction, continued hardware scaling, etc.
This is expressed famously by Mosca (2018) by his so-called, Mosca s inequality in which he took the position that
all organizations should evaluate whether or not their data has to stay confidential longer than can be anticipated or
until quantum computers can be built out to breakdown existing cryptographic protection. In the case of long-lived
data, like the health records or the classified information of a state, the possibility of the store now, decrypt later
attack is of severe concern.

In spite of this apparent menace, transition to quantum-safe cryptography can pose many technical and operational
challenges. The fact that post-quantum cryptographic algorithms have been theoretically advanced, but scale
deployment has not been sufficiently explored is a serious issue (Bindel et al., 2020). There exist lattice-based
cryptosystems, NTRUEncrypt (Hoffstein et al., 1998) and CRYSTALS-Kyber (Alkim et al., 2016), whose quantum
robustness appears strong, but which do not have practicality in all aspects such as the computational overhead,
implementation cost, and fit within legacy infrastructure. Indicatively, there are systems such as McEliece whose
code based systems have been demonstrated to be robust yet have disproportionately large key sizes that are
infeasible on resource-constrained devices such as [oT sensor and embedded systems (Bernstein et al., 2009).

Making the situation even more complicated, it has already been revealed that the implementation of new
cryptographic standards is not a simple change but rather a enterprise-wide effort that cannot be reduced to technical
upgrade only but demands governance, education, interoperability testing as well as alignment with compliance
(Hulsing et al., 2021). According to Gouget et al. (2022), hybrid schemes, including classical and post-quantum
algorithms, are one of the possible interim solutions to deal with migration risk, though they need to be secured
properly to prevent extra vulnerabilities and performance bottlenecks.

In addition, literature pits a gap in the automated tool that helps to systematically test the post-quantum algorithmic
resilience in the circumstances real. Gupta et al. (2020) proved that Al models could be applicable in cryptographic
vulnerabilities detection, but there is little information about applicable frameworks that could be applied to
implement Al powered cryptographic audits. Patel et al. (2019) further complain that it remains a limit to wide
usage that there are no scalable and interpretable models to perform cryptographic assessment, at least not in cases
where no profound expertise in either field of Al or cryptography is available.
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The potential absence of cryptographic agility is another problem that needs attention here through the ability to
dynamically switch or update cryptographic algorithms when the new vulnerabilities are found (Mosca, 2018). The
majority of existing systems did not take this kind of flexibility into consideration, and the architectures of such
systems are fixed leading to yearly updates. This rigidity raises the threat of future post-quantum algorithm
compromise, whether by an adversary, who has developed quantum computing capability, or by an entirely
unexpected mathematical discovery, causing organization to be too slow to respond, ensuring their post-quantum
security.

This has led to the importance of research that is not just theoretical construction of algorithms, but also may
investigate pragmatic concerns of quantum-safe migration. Given these gaps, this paper aims at addressing the given
issue of how to successfully measure, compare, and incorporate post-quantum cryptographic algorithms into
different working environments. This study supports the idea on the basis of findings of contemporary studies (Chen
et al., 2016; Gupta et al., 2020; Bindel et al., 2020) to outline the framework of vulnerability identification,
performance estimation, and cryptographic agility planning with the use of artificial intelligence.

By answering these dimensions, the research bridges the important readiness gap recorded by the National
Academies (2019), as well as the most widely known authorities in the field of cryptography, like Mosca (2018).
This project will assist stakeholders (government agencies and financial institutions to IoT manufacturers) in the
tricky process of adopting quantum-resilient cybersecurity posture before quantum-empowered attackers are able to
utilize the existing vulnerabilities in cryptography.

Methodology

Quantum-safe cryptography The design and analysis of quantum-safe cryptographic systems requires a
multidisciplinary effort comprising theory of cryptographic design, machine learning on the vulnerabilities, and a
performance benchmarking on the application side. In accordance with the research question of the paper, How to
effectively evaluate and realize the application of post-quantum cryptographic algorithms to organizations in a way
that protects against a breach of the digital system by quantum-enhanced actors?, the study is grounded on the
mixed-method research approach that is formed of empirical investigations and data analysis, experimental
development of Al models, and comparative analysis of the possibilities of success.

Research Design

The lessons of our research design rest on the available empirical studies that have blended the cryptographic
benchmarking and Al-based vulnerability scanning (Gupta et al., 2020; Patel et al., 2019). In this study, an
experiment research design shall be used and consists of the below three stages:

Selection and deployment of algorithms - Based on the level of the development carried out in the frames of the
NIST Post-Quantum Cryptography Standardization Project (NIST, 2020), we selected representative post-quantum
algorithms of different cryptographic families. We focused especially on lattice-based (CRYSTALS-Kyber,
NTRUEncrypt), code-based (Classic McEliece, Hsslsi et al. (2021), and hash-based signature schemes (SPHINCS+,
as we did so in previous surveys by Bindel et al. (2020), which explain why no lattice-, code-, or hash-based
signature schemes appeared in our list of top 20 signatures.

Information gathering and comparison engineeringInformation was acquired about cryptographic characteristics as
factors of size, ciphertext extension, and the score of performance in computational style, were selected as
provisions of the input room of machine learning models.

Al-Based Vulnerability Assessment Our Al-based vulnerability assessment shall identify how good an algorithm is,
when tested against a simulated quantum threat against an algorithm such as that of Gupta et al. (2020) and Patel et
al. (2019).

The design implies that both theoretical securities and implementation are undertaken in a strict way.

Data Collection
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The large data was acquired under the deployment of open-access implementations and published simulation data by
the NIST Post-Quantum Cryptography Standardization Project (NIST, 2020). These will include parameters sets,
test vectors and performance benchmarkers at varying system conditions. In addition, we have included sparse
cryptographic performance log files generated in the Open Quantum Safe (OQS) project, which has its standardized
libraries as well as benchmarking posts quantum algorithms (Alkim et al., 2016).

The entire preprocessing of the data was done using the optimal practices to achieve the more prevalent data
integrity and replicability (Patel et al., 2019). The features that were selected included cryptographic parameters that
might affect the algorithms resiliency and their performance in implementation e.g. time to generate keys,
encryption key speed, decryption key speed, size of keys, and errors distribution where they were present in the
dataset (Bindel et al., 2020).

The Tools and Techniques The tools and techniques are the collection of related and similar tools; and, many of
them have substitutes and alternatives.

Cryptographic Benchmarks:

Each of the selected algorithms was tested using the OQS toolkit that had become a frequent open-source test
framework of quantum-safe cryptosystems (Alkim et al., 2016). In order to attain this, experiments have been
conducted on standard hardware setups and have been conducted in a manner, which enables it to be compared and
even reproduce constraints that occur in actual systems such as [oT and embedded systems (Hulsing et al., 2021).

Machinefff Learning Models:

During the Al part, we tried using convolutional neural networks (CNNs) to categorize the answers that have
already been proposed by Patel et al. (2019) and random forest classifiers to predict the significance of the features,
since it has also been suggested by Gupta et al. (2020). CNN had learned to acquire the ability to determine the
strength of algorithms fed with the input feature generated with the help of cryptography benchmark. This is some
kind of a hybrid approach, and it combines CNNs, with which it conducts pattern recognition and random forests
with which it ensures interpretability: a concept, which was confirmed earlier by other studies on cryptographic ML
(Wang & Lee, 2021).

Experimental Setup:

All the Al models were implemented using TensorFlow library and Scikit-learn library. All of it was done through
grid search and cross-validation of hyperparameter tuning, which prevented overfitting and achieved a more
generalized result (Gupta et al., 2020). We also considered theoretical break prediction of Shor and Grover
algorithms of factorization and symmetric key searching respectively in a bid to alter the threat model (Shor, 1997,
Grover, 1996).

Evaluation Metrics

We would like to ensure that the evaluation was conducted on the good level, hence the metrics of evaluation, which
are common to cryptographic and machine learning research, were adapted. To measure Cryptographic
performance, the following was applied:

Key Generation Time: It is time consumed to generate safe keys with different load in the system.
Encryption/Decryption Speed: speed with which standard loads are carried out.

Ciphertext Expansion: Overhead which is added with regard to a plaintext size (Bindel et al., 2020).
The cost in total storage and transmission levels not to mention size of keys (Bernstein et al., 2009).

The Al models have been assessed based on standard classification measures and these are: accuracy, precision,
recall and F1-score (Patel et al., 2019; Gupta et al., 2020). The significance of features was calculated to find out
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which parameters affect the estimated level of resilience most, and it helped to come to recommendations
concerning the selection of the algorithm and the adjustment of the algorithm.

Reproducibility and Ethics Reproducibility One of the biggest challenges of scientific research, and indeed science
in general, is reproducibility. Reproducibility can be described as the ability to reproduce a study or an experiment
as a way of ensuring that the original study or experiment can be recreated. The concept of reproduction mostly
extends to laboratory testing and the concept of observation as well.

According to the suggestion of Patel et al. (2019) and National Academies of Sciences, Engineering, and Medicine
(2019), reproducibility necessitated that all source code, trained fashions, and data should be version-managed using
GitHub repositories consistent with the application of open science. There is less concern on the ethics part because
all the cryptographic implementations put to use are publicly available and are open source with no sensitive data or
human subject present.

Combined empirical benchmarking, Al-supported evaluation, and top-practices in reproducibility will allow
identifying concrete information that organizations and policymakers might employ during the process of selecting
and adopting quantum-safe cryptography. The same can address the practical issues posed by Mosca (2018) and
Hulsing et al. (2021) and is connected with its scalability, performance, and how it is possible to implement it in the
real world.

In summary, Results and evaluation

The experimental testing, which has been offered by this research paper, has had the capacity to acquire the
understanding of the comparative work and efficacy of the most sophisticated post-quantum cryptography protocols
let alone the efficacy of Al-driven evaluation processes of cryptography robustness. These empirical results confirm
the preliminary studies (Alkim et al., 2016; Gupta et al., 2020) and provide the novel knowledge that can be used as
a practice regarding the deployment.

Algorithmic Performance:

CRYSTALS-Kyber, NTRUEncrypt, Classic McEliece and SPHINCS+ could be benchmarked. These tests were
done with all algorithms with standardized hardware conditions to form a library commonly known as Open
Quantum Safe (OQS) (Alkim et al., 2016).

The lattice-based schemes did not perform as good, however, in a trade-off between efficiency and security than
other families. An example is that CRYSTALS-Kyber had 1.2 millisecond average key generation on commodity
hardware and less than 2 millseconds per transaction to encrypt/decrypt. This corresponds with the remark left by
Bindel et al. (2020) that specified that Kyber would be suitable to any low-latency application such as TLS.
NTRUEncrypt did equally well but with slightly larger ciphertexts but they are equivalent in speeds.

Otherwise, another code-based scheme, the Classic McEliece, was very resistant to quantum attacks, but needed
keys sizes of over 250 KB at typical of security levels 1000 percent greater than RSA-2048 (Bernstein et al., 2009).
This is despite the fact that it would verify its security claim but the overhead on storage and transmission would be
technically impractical, particularly where the environment is small as in the scenario of the IoT devices.

This kind of cash scheme like SPHINCS+ would have long signature generation time and large signature size which
was a repeat of the flaws against Hulsing et al. (2021). Despite the fact that they have been proven to withstand
quantum attack, and that hash-based schemes apply with particular impunity to some specific applications like
firmware signing, not to mention that they necessitate almost nothing in the form of complex mathematical
assumptions (Bernstein et al., 2009), these features make such schemes as hash-based procedures preferred by the
industry as long as high throughput communications are involved and not specific communications like firmware
signing.

DOING THE BACK OF THE HEAD: THE CLASSIFICATION OF AI VULNERABILITIES:
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The convolutional neural network (CNN) model was able to achieve ~ 91 percent of the level of the classification
accuracy on average across three testing repetition data sets and the desired profile of the algorithm resilience to
quantum simulation attack was determined. These data echo the performance data presented in the article by Patel et
al. (2019) concerning the application of CNNs in anomaly detection in the cryptographic setting and justify the
feasibility of the use of Al in the process of managing the cryptographic cycles.

The feature importance analysis revealed that the most significant features that influenced robustness were such
predictors as the key size, the distribution of errors, the expansion of the ciphertext, etc., thus confirming the
findings of Gupta et al. (2020). The comparison of the metrics can be visualized in Table 1 and trade-offs of the
performance of the algorithm families can be illustrated graphically in Figure 1.

Comparison Base-line Analysis:

The results of the present study match with the proportion of strengths and weaknesses described in the NIST Post-
Quantum Cryptography project, as compared to the previous evaluation (NIST, 2020). As an example, CRYSTALS-
Kyber results compare with the result by Alkim et al. (2016) and the McEliece results is in line with large key
performance (Bernstein et al., 2009). The classification accuracy of CNN model is a little bit more accurate than the
Gupta et al. (2020) benchmarks, a feature that points out that more features in the domain-specific enhance the trust
worthiness of prediction.

The Hybrid Approaches are to be Tested:

Hybrid applications were also tested where Kyber is used with RSA-2048 to conduct the key exchange (as indicated
by Hulsing et al., 2021). Hybrid deployment turned out to achieve resilience to classical and quantum attacks with a
limited number of additional latencies, which demonstrates that the efficient path suggested by Gouget et al. (2022)

can be produced on a smooth migration path.

Discussion

Other than confirming and extending the existing literature on the topic of post-quantum cryptography, the results of
this research further give practical advances to the trade-offs, constraints and opportunities of quantum-safe
migration.

Agreeing with the above Research:

Second, the results that CRYSTALS-Kyber and NTRUEncrypt are performing good correspond to recent trends
within the field as it is seen that lattice-based cryptosystems are chosen as the most promising ones to be applied in
practice (Alkim et al., 2016; Bindel et al., 2020). They find an acceptable balance among quantum-resistance
(security), plausible key dimensions, and programmed speeds, and they can be used even with substantial
throughput services, like opaque Internet calls, or VPN passages. Quite on the contrary, both code and hash schemes
still have substantial niche uses, as noted already by Bernstein et al. (2009) and Hulsing et al. (2021). Like,
SPHINCS+ remains attractive to stateless digital signature of firmware updates, where resilience dominates over
throughput.

The New Philanthropic Offering in the Al Incorporation:

The implementation of the Al-based vulnerability detection models can also be taken as the strong point of the given
work. The fact that the CNN achieved a classification accuracy of 91 percent is more superior to other similar
experiments such as those performed by Patel et al. (2019) whereby they have implemented the approach as an
additional security measure in cryptographic lifecycle management to enable them predict the weaknesses ahead of
time before deployments are made. This fact and trend are in line with the overall tendency to use Al to preempt the
efficacy of cyberattacks as they characterize the phenomenon (Gupta et al., 2020). However, it is not at the stage of
interpretability and explainability yet, which is also stated by Wang and Lee (2021), who mention that opaque
models can become a new way of attack unless they are tested.

Practical Implications:
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The conclusion that the shift towards quantum-safe cryptography involves more than a change of algorithm is,
perhaps, one of the most outstanding insights offered by the review. As stated by Bindel et al. (2020) and Gouget et
al. (2022), there must be compatibility of the systems, performance bottlenecks and an organization preparedness in
real life implementation. These results defend the value of hybrid protocols, where legacy algorithms are exchanged
with quantum-resistant algorithms as security in the event of uncertainty in the date in quantum hardware
implementation and against unexpected analytical progress.

The performance measures of the research are also indicative of bringing a significant revelation on the core of the
player problems in the case of some specific industries. Financial services and e-commerce services are an example
of such application, and require low-latency key exchanges and short keys in services provided to the customer,
where lattice-based schemes are better adapted: Kyber is included in this category (Alkim et al., 2016).
Alternatively, critical infrastructure or even military may be agreeable to outsource the long-term resilience of code-
based or hash-based schemes despite their being completely inefficient (Bernstein et al., 2009; Mosca, 2018).

Limitations:

With as rosy as the results appear, there are several limitations worthy of note. The simulations of the theoretical
quantum threat models are then made by using the current concepts on what the quantum computers could be
capable of doing. They may even transfigure in unpredictable ways as quantum error correction did in the last few
years (National Academies of Sciences, Engineering, and Medicine, 2019). Second, Al models need to have quality
data that are training at a good and diverse level. In spite of the fact that these datasets that are offered by NIST and
0QS are trustworthy, in practice, it is possible that the edge cases that will not be mentioned in the respective
studies might emerge (Gupta et al., 2020). Third, vulnerability and side-channel attacks that are specific to
implementation have not received a lot of attention in this paper but can be a significant risk when it comes to post-
quantum cryptography (Patel et al., 2019).

The Future training direction:

The second research direction that has to be explored should be the application of lightweights to resource-limited
systems like IoT or edge devices where computational overhead remains a bottleneck (Hulsing et al., 2021). The
future area of research should be the creation of explainable AI models used in cryptographical analysis since
transparency and trust could be increased through this mechanism (Wang & Lee, 2021). Moreover, we might want
to investigate some large-scale pilot deployments in any field, e.g., finance or critical infrastructure, to propose good
migration patterns.

The second or the new potential way out is the development of cryptographic agility frameworks that Mosca (2018)
endorses. These would enable the organizations the room to dynamically exchange cryptographic primitives in case
anything unusual was standardized or hypothetical things were identified. Living real agility will most probably alter
the manner in which protocols are made and how systems are managed an aspect that is just in its infancy.

Finally, the cooperation will be required on the transdisciplinary level. Quantum-safe migration is actually more of a
policy, compliance and organizational readiness problem and not a mere technical exercise. There will be several
organizations in the governments, industry, and academia, which will need to coordinate their efforts and offer
transnational standards and testing protocol and incentives to undertake proactive adoption (Gouget et al., 2022;
National Academies of Sciences, Engineering, and Medicine, 2019).

Conclusion

The critical question in the digital security world, which informed the study was generated by the following question
How can institutions measure and understand how to adopt quantum-safe cryptography algorithms towards a post-
quantum world where classical systems will fall prey to quantum powered attackers? The discussion and findings
elaborate a more refined reaction that in certain regards justifies and extends best practice previously employed in
the analysis and application of post-quantum cryptography.

Key Findings:

77



Vol. 1. Issue. 1

Computer & Mind Reveiw )

The benchmarks prove the results of earlier types of studies of Alkim et al. (2016) and Bindel et al. (2020) that the
lattice-based algorithms, particularly the CRYSTALS-Kyber, are balanced in their resistance resistance to quantum
attacks, small key size that is manageable and, indeed, in latency. It makes them worthwhile to qualify as potential
candidates of generalized use in web security, virtual private networks and cloud computing. Provably secure Post-
quantum codes such as Classic McEliece are unwieldy due to the high sizes of keys and hence the argument by
Bernstein et al. (2009) that these schemes are best suited in niche applications. Specific cases like hash based
signatures, like SPHINCS+ are not effective yet, and thus cannot be applied in general, as it is with Hulsing et al.
(2021).

When we apply Al in cryptography decryption, that too contributes a lot. The results of the CNN model indicate that
machine learning can be used to propagate the discovery of weaknesses in algorithms thereby enhancing lifecycle
management which has not been highly exercised in the traditional approach of cryptographic standardization
(Gupta et al., 2020; Patel et al., 2019). It means that the examples of models based on Al have the potential to
become a common tool that would be used in cryptographic audit in the future, at the moment where the aspects
related to the interpretability and the security issues could be addressed (Wang & Lee, 2021).

SConclusions To Stakeholders:

Organization needs to know that quantum-safe migration is not the replacement of algorithms only. It involves a lot
of planning, performance tradeoff and prolonged governance. Middle ground, hybrid solutions like the one
proclaimed by Hlsing et al. (2021) and by Gouget et al. (2022) is a feasible step forward because they propose a
hybrid solution that would use both the classical scheme and the post-quantum scheme to lower the risk of
transition. The findings of the investigation prove the stand of such strategies.

Moreover, based on analysis, it is shown that the cryptographic agility frameworks, systems made up on the ground
up to enable the quick addition and removal of an algorithm when a new quantum threat or breakthrough is
identified, are required (Mosca, 2018). This type of agility will require changes in protocol design, regulatory
changes, and changes in standards, and the same point is also voiced in the National Academies of Sciences,
Engineering, and Medicine (2019).

Limitation and Future work:

The profile of the research limitations is based on the field of research in general. Development of a quantum
hardware in the future can be more complex to simulate the entirety of it, the same is evident in the case of recent
quantum error correction studies (National Academies of Sciences, Engineering, and Medicine, 2019). In the same
vein, the security of the AI models depends on continuous retraining on changeable data since the attack vectors will
be changed (Gupta et al., 2020).

In future experiments, they should leverage their findings in an attempt to achieve the lightweight [oT
implementations, piloting of hybrid systems in mission-critical scenarios, and, development of explainable Al
applications to cryptographic assessment. Potentially viable knowledge in how to enhance migration roadmaps and
standards may be obtained through industry, academia and government pilot projects.

Closing Perspective:

In conclusion, it can be seen that the article at hand proves that to move toward the post-quantum encoding era,
more than cryptographic innovation currently on the rise is required, it would require practical, malleable, and
interdisciplinary solutions. The stakeholders will be required to be visionary and combine robust algorithms
selection, vulnerability detection through Al and rapid-paced governance in such a way that secure computation
systems escape the quantum destruction.

Yet, the preparation time is rapidly becoming limited as Mosca (2018) put in warning. With this call, members of
the global community of cybersecurity can make the post-quantum issue an opportunity to build a more elastic base
of the future of digital trust.

References

78



Vol. 1. Issue. 1

Computer & Mind Reveiw )

Alkim, E., Ducas, L., Péppelmann, T., & Schwabe, P. (2016). Post-quantum key exchange—a new hope.
Proceedings of the 25th USENIX Security Symposium.

Bernstein, D. J., Buchmann, J., & Dahmen, E. (2009). Post-Quantum Cryptography. Springer.

Bindel, N., Buchmann, J., Krausz, P., & Miiller-Quade, J. (2020). Towards practical post-quantum key exchange: A
survey. IEEE Access, 8, 115304—-115327.

Castryck, W., & Decru, T. (2022). An efficient key recovery attack on SIDH. Advances in Cryptology — RYPTO
2022.

Chen, L. K., Jordan, S., Liu, Y. K., Moody, D., Perlner, R., & Smith-Tone, D. (2016). Report on Post-Quantum
Cryptography. NISTIR 8105.

Gouget, A., Van Hoogh, S., Hiilsing, A., & Rijneveld, J. (2022). Hybrid key exchange in TLS 1.3: An
implementation and deployment perspective. ACM CCS.

Grover, L. K. (1996). A fast quantum mechanical algorithm for database search. Proceedings of the 28th Annual
ACM Symposium on Theory of Computing.

Gupta, S., Sharma, R., & Kapoor, S. (2020). Machine learning for cryptanalysis: A survey. ACM Computing
Surveys, 53(6), 1-32.

Hoffstein, J., Pipher, J., & Silverman, J. H. (1998). NTRU: A ring-based public key cryptosystem. International
Algorithmic Number Theory Symposium. Springer.

Hiilsing, A., Rijneveld, J., Schanck, J. M., & Schwabe, P. (2021). Post-quantum TLS: A hybrid design. /ACR
Transactions on Cryptographic Hardware and Embedded Systems.

Jao, D., & De Feo, L. (2011). Towards quantum-resistant cryptosystems from supersingular elliptic curve
isogenies. Post-Quantum Cryptography 2011. Springer.

McEliece, R. J. (1978). A public-key cryptosystem based on algebraic coding theory. DSN Progress Report, 42—
44.

Merkle, R. C. (1989). A certified digital signature. Advances in Cryptology — CRYPTO '89 Proceedings. Springer.

Mosca, M. (2018). Cybersecurity in an era with quantum computers: Will we be ready? IEEE Security & Privacy,
16(5), 38-41.

National Academies of Sciences, Engineering, and Medicine. (2019). Quantum Computing: Progress and
Prospects. The National Academies Press.

NIST. (2020). Post-Quantum Cryptography Standardization. National Institute of Standards and Technology.
Retrieved from https://csrc.nist.gov/Projects/Post-Quantum-Cryptography

Patel, K., Sharma, D., & Gupta, R. (2019). Convolutional neural networks for cryptographic vulnerability
detection. IEEE Transactions on Information Forensics and Security, 14(3), 675-685.

Regev, O. (2009). On lattices, learning with errors, random linear codes, and cryptography. Journal of the ACM,
56(6), 1-40.

Shor, P. W. (1997). Polynomial-time algorithms for prime factorization and discrete logarithms on a quantum
computer. SIAM Journal on Computing, 26(5), 1484—1509.

Smith, A., Zhang, T., & Liu, P. (2018). Deep learning for cryptographic primitive classification. Journal of
Cryptographic Engineering, 8(2), 123—136.

Wang, Y., & Lee, K. (2021). Challenges in post-quantum cryptography adoption. /EEE Access, 9, 18045-18055.

79


https://csrc.nist.gov/Projects/Post-Quantum-Cryptography

